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in ny series of talks . It will be 



devoted to four «**.•< n topics, first, what sort of codes and ciphers were we 
■> -. confronted ’with immediately before and during World War lit Second, what 

i . _ . - .j 

Were we able to do with them, and how did we do it? Third, what sort of 

' - 

protective measures were taken to enable our high level authorities and 
CCOtoaaders to use the results of the C QUINT efforts and activities? Finally, 

A • 

.What are the progdoat icat ions for the future? 

• ■ * ' 

* ' • * • 
v ' • , ' ' 

' Let’s begin with the first of these four topics. What codes and ciphers, 

V * 1 . . . 

•“ - 1 - _ ^ 

0 ? more technically speaking, what cryptosystems confronted us immediately 

' * *» 

before and during our participation as a belligerent in World War XI? In the 

• European Theater, there was df course the problem of tackling & multiplicity 

V *? - 

of pretty high grade cryptosystems of the Germans . Take first the diplomatic 

jE r , , - " 

ones of* which there were 'two Veyy high grade systems . One of them we 
Called by the code name, which the British used, FtXSRA BORA. It consisted 

r ' - 

Of an additive system, applied to a basic codebook with numerical code groups. 
The code group was large to begin with and the additive System, I think you 

i * * A * 

ail understand what is meant by that, you add numbers from a book or list to 

,/ *' »* ' * 'f* v *1 * 

* ** v . ✓. 

the numerical designations of the code groups and that then becomes the 

. » ? “ 

. ■ . *\ 

'' enciphered code text, in the FLORA BORA system the Germans bad two separate 

additive books, each one consisted of 10,000 five -digit groups. You can see 

** ' 4 

that this produces a large nunlber of groups when you can take any One of the 

i * 

10,000 of one group as a starting point and anyone of the 10,000 groups of the 



second book as the starting point and these are added together and the sum of 
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the two additives la then applied to the code group.' We vere able with the 

. r C ' ' -- ' • ' '' * 

'.V . • __ . * ’ ■ * . A 

' help of the British collaborative ly to read most of the messages la that 

. . ’ i- * - 

’ system. ' ; ' J ", 

- f %• . • 

; ^ ,■ I . "" “V s * * ‘ V " . , * )k. ‘ ■ ' ' ' ’ * > r f * 

^ There vas another high-grade system used by the Germans which was a one- 

, ’ 1 . ‘ , * • , ' 

^ , - . 

■ * *■ • "** r ' ' \ ■ 

^ . . : time system, so called. Everybody thought it vas a one-time 'system. By this 

' h " ‘ . 

’ v ~ . * . 

• * * ^ 

1 mean a system of the sort vhlch I have 3 set described hut using the additive 

> • 1 v - -v . 4 - * 

4 ' , _ ’ 

"» , 

‘ once and only oace. Hew these messages passed from Berlin to all of the 

t • 

*• * - * k - • n . ' s 

\ 1 * ' . ' 

diplomatic posts abroad in quantity by radio and tor a couple Of years the 

, i’i , ' • T » , , ■ 4 

* -* J jr . , , T „ . _l * - V 

fflsss&ges vere Sinqply put aside. They vere considered hopeless. They gave 

*' * . % - 

ijttflfery evidence cif being in a one-time pad system.' One day a man travelling as 
an ordinary traveler, passing through the Bsnama Canal, vas questioned and 

* ~ . c- , - - — v , 

■ .+■ • V * ■ 

. ■* » , - , ’ 

< there vas reason to suspect that he might be a German secret agent. Secretly 

. ^ , * » • ” . * ’ ’ - , 

“! V * " • • • ” - * . * - - * 

■ ' " I-.'-' . 

hia belonging's vere searched and sure enough there vere discovered among 

“V r *- ■> ' .... ' ■ ' - 

•' v. -those' belongings seme one-time pads which he vas carrying far some destination. 

, . 7 

;. v These were separated from the gentleman in question and vere brought to 

T ' V . \ ‘ L jV 

* . - ; . 

. # r *. . - . 

Washington. They vere sat aside too because they gave every evidence of 

X » M ' X '* • >■ * * 

< MU ' _ - , i* , - 

* ** ‘-* 4 . ' T V - . - •* / 

’ s fp i a *•- _ 1 ^ 

being the ordinary sort of one-time pad— you use & page, tear it off, and 

- „ ' - , •* / s f - 

- !> • Ar . 1 > ' . *- > ' - 

' t * , ’ ' ; '» ,* u , • - • 

i ' : v' . burn it after you have used it. But there happened to be one 6fc* tvo people 

; r ■ * « -. i r . 

. . . ' / r • . . ' 

in Army Security Agency at that time who looked at these pages of pad additive 

v * • 

■ - - - v 

i 

■> I , * - -A . , ' . 

Wither intently far some time and they came to the conclusion that those 

' | - - *A- - * , * r V 

", additive groups were not made by scam rtodem action, machine of same sort 

' vt . ' - ' ' - ' - - * 

. - •- ^ < . ’ ' 

' , . . ' r ’• ( ■*•».»- I * 

. Vising electronic noise. It vas soon apparent that the pages of additive 

■ J r 

^ s 

’ '* • ' ... *■- ' - . 

w j** 

i t ' - V§Te derived by the action of seme sort of machine vhlch gave evidence of 
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■,v •, « 
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we 



' , ^v.- being* generator of one sort or another. To make a long story short 

i - ' _ *■ ■ *■ . • , . • . — 

■ _ ' . „ . - — - 

^ _ * . V "■ A ■ 

' it 

^ • discovered the way la which this machine operated to produce the groups on 

* . *'■« •_/ ! .. ; .=*„ - .»■ 

► T - . ■ > v. ' '*'■ : 

page hut' there remained one difficulty, it seems that the Germans la 



’.V 

V 









• is v* 



■ / 

i . *• ■* 



making up these pads had the machine print these pages in duplicate and these 






pages, single 'sheets, were then put on a large table and somebody went around 

. 6 * ■' ■ * 

- * ~ f . * ~ 

li K < 



„ 'I 



Snd took a page' from one pile and then a page tr cm another pile and .Just 

; • V ' ' '* ’? 

I, ’ M , 

walked at random over and over — what you would call a rand can-walk in mathematics 

-■ O'v • “ , ' ' ' 

■ - __ ^ z . - ' 

ghd in this way the pads were made in duplicate. What was the problem then? 

- - . , • . 

> ; • ‘ *»? 

W« had been able to reconstruct the machine but' how to find out which page of 

< ■* - * V . . . 

- a , ' ■». ‘ 

r *'*' * ’ y * -'■ '*.* * ' ’ ** v 

£ given stream of characters or groups was used far a Specific message. We 

< . ' 7 ‘ . * 

“ w . , ‘ .h- ♦ * * ’ » . + *> " 

developed a machine far taking a Message and passing the code groups of that 

high rate of 

Speed and determining in this way the page that was used for the encipherment 

- . - . . ' • v 

. •* i . v > . , i ' \ 

* . ' * “a - - ' . - -- - , . 1 * k _ __ * 

Of the code groups of a specific message. This Involved a lot of work but 



_ v 
^ * 



- 4 



.V- 5- ; - message against the product of ihe machine generator at a very 

■ v ■ * - * i * _ - , 

*'£••* u 'J. r ■* ^ 1 * -t » .1 • ' * *■* • ’■ 

* * *r I _ -v „ - * -■r 1 .j . V , 

I 1 - i* . « %v . „ - . . f 

* - a- - m ■ i < ■ i « r i « — "* . li i a a ■ « 



* fr 



a . i 



"it paid great dividends. We were able to read pretty nearly all of ihe 



' ■ messages after ihe elements of the system had been reconstructed . 






T g i'After the war was over, 'and we had teams going around following the 

* . J if, A ’ i. 4 

:**r v . ^ ^ ■ ** t - , - ' . • - v • *' * % * • 

1 *■ ■ " * ^ 

J; * yictarious armies, we captured soma records of one of the cryptologic agencies 






■*k * 



k - 



w?* 



• .f Of t£e German forces and there W found a complete description of this 

■ ' . ‘ v ■ \ -.r. * . ,, ^ . ; '*'* • *■ V '■ ~ r 

m ac hin e . Curiously It had beeaa offered by the mahu^cturer far sale to the 



r hf *» 



t- . 
r v.* 



, -v Srltioh on the open market sometime in 1*935 • 



i > 



-7* 



*t’ Vs. came now to the 'cryptosystems employed by the Armed Farces of the 

v- .-- ,v ' .> >.• , 'Jt 

. r y -• • •» . - . .f ‘ ■ 

.. | i | . ^ ^ ( • *. * t - .. 

_ ' T Germans'. There were" low-level codes, 1 think we coutd start now with the 

% ..* t ■- -V i-.. .• ' • ■ . w ■ - . .. V 

r . * ' - ■* *. ■ , -- - -l'-' v v *■ <. • 

■ 1 V.* r •• r / 5 ^ ' - - 
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"7 

first slide. That’s an example of whatvas called the ALKA, ah Air Force 

’ w i*"” * 

1 - ’ - ‘ * ' ► 

■ * ■ . ' • - ■ ! . - r ‘ ^ 
m ' - Vh “ 

* ^ 7 „. system. 1 won't go into that. It changed everyday but through careful 



fc * ‘ 

■y i * s . % * • • , 

following the codes were read from day to day. 



■ j. 
■ «• 






‘ Ncjjt they had a system called the double PLAYFAIR. I won't undertake 



%o go through that— it Is a little complicated, fairly secure, but most of 



■*C* 



' '** - , 



t * *- * \ » • / - „ ‘ 

* • a * -the traffic in that was read and they had a thing called RASTER, "Raaterachluessel . 



.? . 



It was a matrix with holes in it, disposed randomly and you had to know where 

-- . i- * . +"* - v : - . 

i 



• - * % f .. ' . - * * * A 

* to begin. There was a key, an indicator, and you began a certain place and 



* ' f 






,A s - * -• f T . si 

you wrote the letters of your message in the open spaces and took them out from 



* 

■* 

A 



W *“V 



Columns and the roster changed very frequently — I don't remember at the moment 

‘ . *■ ' . * *, ' ‘ 

if it was dally or not, but it changed very frequently. We didn't have too 

- * x * p ‘ ' T « 

' > t ‘ ^ . • •** * , \ 

much luck with it. It was a pretty complicated thing but; it was used for the 



, medium level comnunl cations . 



' S. Then,' 6f course, we had the ESstttSMA, used by the Army and the Air Force — 



- ^ * 



a three wheel machine, I think I showed a picture of that with the plugboard 



V , ’ . r 



. 1 r . * * t • 

* . ■ . 

or stecker as they called it. The Navy version of the' ENIGMA was a four-wheel 

* ’ ■' • , •. V: 



•r j . . - . 



■' *■, machine and toward the end of the war, when the Germans began feeling a little 

■4 " * _ 



* * ';Vv < - t 

' . -- - i-t" ' jS 



, 1 bit uneasy about the ENIGMA, they proposed to make a reversing wheel which 

f * r '» -a V i, ' I 

, , 1 , ’ 1 ' < ' . \ . '• ’ ^ ‘ 4 

1 would' ' that is, tdie 13 , the 26 contacts in ^hat reversing wheel could 



, * * 

• ’,* - be plugged at random and changed dally or more often! This we called UNCLE DICK 



and was a very serious 'threat but "the war came to an end before they actually 

- , _' v *v. ' . 



A ■» 



.. got the thing going . 



a - 



-t-. 



4 - Now the Germans also hhd a series of machines which went by the general 
ddde name of the fishes. The first such machine "was called TURNEY. It was a 



*. , 
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teleprinter ciphering machine and they called it the HANDSCHRIEBER , There 

Z?* f ~ **" ' * v s' "■*_ i j .) ■ t ( 

'* " * ' ■ w >■ ■» • “* '* ** *■ 

* *»1 i Jp " < -■ * » % * ■* . - 

vere about rive different models progressively increasing in complexity. They 

.*.-**•• 

•S’ , ■ . - * . . - *■ - - - 

/ _ y . ’ * ' - . »\ 

'Jitpc solved at the beginning as the result of finding of messages in depth, 

. ■ ... .. ’ ~ i 

.that is, ‘the" setting points ^ 1 think this is, oh, that is Just a German key 

. * > "• ' •. * 

' 4 « * * V ” ** 

‘.list for the they had many of those captured. ' This is a HAHDSCHRIEBER, 

.. ' • , • 1 v . • „ 

a bather complicated looking gadget. I won’t undertake to go into it but ve 

' '* - •• . - - • 

\ . 

read a good dead of traffic in that particular machine and its descendents . 

K - , '' ■* \ 

. V . ... * . ^ • ' ' .j; 

.The Italians didn’t count for very much. They had codes, codebooks and en 

t % * " . , 
v *. . •f-'- ' . ■” * * - j “ - 

ciphered codes. By the time our forces were in direct contact with the Italian 
tail it ary farces, th^ey were pretty well disorganized and what there were in the 

way Of secret communications were German- -ENIGMA . 

^ ' ... r ■ * , . • .. - 
'f '' . " / .i „ * . » 

y ti ' ' 4 -- ‘ ~ 

‘ In the Pacific Theater the Japanese for their diplomatic systems used 

. * . ‘ ~ ‘ S- * .rf * . 

"" r ' " 

4 -y t v _ * v- “ *■ - , .. » 

simple codes, one for, purely' for, economy purposes. Another enciphered code 

* t ' ‘ * - - S 

“ - * 

- * * r % - 

•t ' * . 

using a basic code which was changed every so often and the code groups of 
*• . , ' -» ■ _ ■ . _ * 
thich were then subjected to a transposition and the transposition key changed 

■ ■ s» • _ . « 

•«- r *■ 

■ ’ *• 1 . . * ! ' . , 

. J \ ‘ - 1 - 

dally. We were able to keep up with that particular type of system. Just 

' • . . - * ^0 r * 

\ before the war, our participation in it, the Japanese Foreign Office used 

- % * * * - * 
r I J% * 

, i ( % t f" 

.4 machine which we called the RED. It was a cipher machine. Oh, I ‘forgot to 

' y. 4 - - - 

' \ 1 ' - - * . . * -,x 

tell you about that one. That was the German SG-4l, a machine which they 



<• 






proposed to put into use but never actually did. X doubt very much if there 
vas any traffic. They stole Mr. Hagelln’B ideas and had a fixed pinwheel and 

" » V 

a cage with sliding bars. What they added was a keyboard and the printing 

% * 

•’ i -. 7 s \ r "* * • 

taechanism. ii was a tremendously heavy thing, very unwieldy and I don’t ikkik 



*1 J ■ l * 

zf * V “ *.X ' 
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*• 1, ” . _-v ' '■ 

' u ' think they could have operated it successfully. 



J,.* tf, :► * ■ ' , ‘ 

mu r . • k r* 



- This is what we used to read the Japanese diplomatic messages in the BED 

1 1 y* , -t. • >. i* i 

j" * .t I . * " '-x * 

v ■. , ■ »•.- * 

1 . ^ r ~ JV' M. * it* , 

V* , cipher machine. We never did see a BED machine , It was reconstructed, the 

* . . i . 1 . » * . \ * . f • — * 

■ *.-a *’ ; . \ «' • . *\ 

* * ' * 

* System vas reconstructed without having knowledge of its actual physical 

• rf ' * * '• - . * 

" 4 • , -* v * . means of_ 

’embodiment hut vie could duplicate what the machine did by/a celluloid disk 

, 0 * #, 

* ■ * . " . - , ‘ + .• *“ 1 ■» . 

ft * r ^ , A » « ,/ * * L ' * Tei* ■ * 

«■, which was stepped irregularly going to certain keys. I think that this 

a * '» . 

^ 4 .« * * *z » 

J- 1 * -A # ^ ‘ “*- m 

picture represents the Japanese Navy version of the RED cipher machine captured 

; v ■- ; - '//' * . 

; somiitime shortly after the war was' over." 

• / - ’ L*- tk r ‘ - * ■ J 

. v ■ # t , - . « 

. = - / Then the Japanese had, well that is the Navy's equivalent to solve the RED 



K 






-Japanese HERX Naval Attache messages— this was the Navy's version of their 



* ■ analog. ' * 



We come now to that famous PURPLE thing used by the Foreign Office for 

'» * W - 

* _ . \“- 
► k ’ » 

J * - 

- , 1 - 

..its highest level communications. You all know that the basis for the solution 






. » ■ r _ 

" df ciphers is the principle of frequency. Frequency ctf the 'use of letters, 

i v v — 

‘ 1. < * ’ “*■'’? '- 7 
r ^ . , , 

* »- ** J r Jm . ” T . , , - 

Characters. This means that the distribution of the characters in normal 

- .. : fr. ,* . .* - i' 1 ’, , 

• JV - -■ , 

* - * -f ' _ __ 4 - * t 

,/ plain text' is not homogenous, it is rather ragged, high spots and low spots. 

v " ’• ^ 

- "Now, tie Japanese who designed their macfiine figured that since fequencies 

6 m 6 1 *,*, * <•••.. 

■ ’ 'o, - ' • r - i 

- ■ ■ - - - - j • . . ■ . '* 

, »- , s • -- * . 

' T , r vefe the keystone of crypbnalytic solution, they would build a machine which 



; <■' ■' ..... 



^ , would suppress frequencies in other words, within a certain length of text. 



* . » * 



"it was impossible that any letter could be represented by the same cipher 



equivalent. This means that in their PURPLE machine which was a $6 -character 

■ ' - ■ i 

' ' * 

'machine, in ever'y'line of 26 -letters cdf text,' there could be no dual ortriple 



Representation of the same plain text letter. This was the fatal flaw. This 



J -c = * . 

t . . .. %• . 
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' ’ V . .'l* what enabled ua to get’ our first wedge into the' system.' It was soon after 



T ( 



't' 






r ■> 



. . that this phenomena was discovered that ve were on the trail and ve had some 

t _ . _■ ■ . 

- * **■ r ' “ w ' t - . V* " * ■*. 

j. -help from cribs that consisted of portions of text that ve felt would be 

■ * ’ . — ‘ -r' r ' - - 

► Jr jr . v * * 4 p 

' *-V'- . ■ 

found In Japanese diplomatic notes to our Government. The work was slow and 

■ - O' - ‘ > - . . r ' * ‘ 

' -' painful, very 'arduous . This was done by the Army crew and there came a day 

> '* ' ' v . " v r ‘‘ # r / 

% when vie had about exhausted our resources. We had recovered some several 

i r « ’ ' 

- ' ^ ^ ^ ^ .. 

, •* * ' „ J* _ - ~ ^ * 

“• hundred letters of text and' it made sense but at the end of that period there 

! : , * , . . . ; 

/ - ‘. to 
, ■* * j, .If ?+ -r 

, ... - • was a series of messages which appeared to me to be the English text of a 

’ • ' ' 

long note which the Japanese Government had handed to our Government, our 

-* * • * s 

4 v V ' v . v . , * 

£»*-., ’ * ■* er 1 * , * 

Secretary of State, deeding with the announcement cf the Economic Treaty 

'*■ ■ * 1 * ^ 

- '■ /<rt . ’* .-/• • • , v ' 

* , ,, . that had been in effect for several years. The Japanese were very anxious 

* i . 

- * 4 

.to have that treaty kept in effect. Well, I worked with my colleagues on the 

■ Nr , ' - . ’ 

* - ’■ , 1 " 

messages and 1 came to the point where I felt pretty sure that there was a 

■ ■■ • < • , 

-■ . - - 5 , •- * * k • 

* v ■ • 

■ ** message' and It must be In the Department of State's files. Now, at that 

1 • * ' ? x ~ J* 

- . : ■ 

^ time, we" were uild’er very strict instructions not to go durselves to seek 

1 • - j * * • * 

j. 

, 11 ' collateral information but always to work through a designated representative 

? '.V .■ ‘ • 

m - * \ \ * _ v » 

*' in G-fi and' f vent to this chap and I asked him to look for a message, such and 

,* T »£? \ ^ . . 

\ ^ 4 ' e f 

such a date dealing with the Economic Treaty. He said he would. A couple of 

* *> r ; •' 

- ? . ,.■*>. - . - . " - . .. 

3 V . ■■ ‘ . ^ - 

‘ weeks passed by, I didn't hear from him. Ve were struggling with the thing. 

* i ■ 

•* ' 

. T- - - - 

Ve would get maybe half a dozen letters out' in one day's work. X asked him, 

« • '**"*. 1 ' ^ 

< 'n-- ! £ . . - 1 . 

well, what ‘about that message? And he skid, there is no such message. Well, 






a* 



. *r 



X felt disheartened and went back to my lair and continued to work, a few more 

- •' . . . 

• u -IP - , 

**• W " 4 * 

r r - * p 

letters , another week; and I became a little bit more sure that there must 

■/ -■ , ^ *' ’ 
t?j j- - • . --T- 



< A -S 



< 

£ 



\ - 



J* . ' . *■ _ ' 

«?■ --Tf . 

V, * * . , . - 

* , . t - *- 

iM***-' . "/ f *’*»■ 

- ■■-*■- • - >V 
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* „„ J, be such a message so I vent to him again and I said, "Major, will you please 

- , : , » 

y .V -■v - - ... -r • . - 

v ± v i * r 5! < v - . - " * ^ - . 
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‘ check and verify that there is no such message." And he said, "I'll do that.' 



r ‘ 









* "'And a week vent W and he didn't come to see me. I veht" to see kkii*. him. 

' . i. ' - ' Tlo 4 *- - ‘T 

t~ . 



\ -i* ■ - 

**. i 



■- : 4 






V'^’ J What about it Major" — "I assure you there is no such message". Well, * I was 



//very B^fth disheartened hut I vent hack, assured my people' that ve ought to 

- •'* ~ •- . - .. 



% * 

m F 

V. 



‘V - 



- A -4%,* 



%*■ 

5tl 



• 



keep gobg, It veia important. Reluctantly, they continued and ve got a fev 



<*■ *■ * «.t \ 

-• * * - *. ’ 



* ir 



- ' » |r- ^ \^i* 

jiore letters . By that time, I made up my mind that there must he the message 






. • v %**t 



; • *«o in Violation of my very clear-cut Instructions, I "vent myself to the Chief 

TA ' " * - V - • . . . 

' - ■ > ■? ■ /. . , . "* 1 ; ’ 

■ of. the Communications and Records Division of the Department of State and it 



. t 



r \ ■ . 



/ /* 



* ' J 



. > happened to he a friend and I sat down. "What can I do far you today"? "I 






. ‘—think there is a message here vhlch I vould like very much to see in your 

S ' ‘ , Jt - , 

* v* i_ -*•“*» v " - . ' 

* •* - i«w ‘ 1 /. 

. - ’ *. • 

<■ files." He said, ""Well, if it is here, I vill he glad to try to find it. 

- . ; . • ” • . , * 
m * * i. • % , ' r -r* ^ 

* J*.**, ‘ ^ % .^r.- ( - • . 

' Qive me some data . n t gave him the date, subject. He pushes a button and 

r ' l** '• a. :~- 

X ‘ « *- . *4 

if "* - 

A. v - ^ 

^ this girl comes in and vithin tvo minutes ) that hook vith the text of that 



, — * » * * 



. message Vas o^hed before me. And I said, "Dave, t need this." He said. 



,v 






.. JL T 



1lh fou know what my instructions' are, you knew you can't have it." I said, 

■ "Dave, for goodness sake, don't you have to go out to the can." He said, "ires, 

*. ■ ^ T 

^ ' . ■ - , ■"« - * -■ f 
V! 1 t ~ .... 

. -. 4 • p . v 

.by the way, 1 do". I copied the message. That gave us an nl awfully great 

* i ‘ - , 

. ■*■' * ' ; r . ■« 

^ . > . 

V - V 

- • __ v. ■* _ 

push forward. ' Aren then on ve were veil on the way. We constructed by hand 

_* „ ^ ' * A' " ! " ’■ . '** ■ , 

■ a very simple device which ve could use to duplicate the workings of that 

* k _ * * 1 jv * . 

- i .. -■ ’ ’ " f . 

'■ * ,* * h J" * "* * ■ /' _ ' ,-v - - , r ' ' * ' »i 

.machine, fairly complicated. I have shown you "the front of it, hack of it 

- - ■ - ,, "" ‘ ' *■“ •- • .. , r. . - 

*■ ■- J ' . ^ . ' - K 

. K full of wiring. We never did see a Japanese PURPLE! machine. They were 

. \ ’ * ‘ • 7 - , -• 

ii - i ; *• jrt S’ 

"• ^ J fc * % f tffc. 

destroyed by instructions just before the attack on Pearl harbor* The only 

V- -S , X# J--4 * 
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* 8 - 



• * ■ -■ / 

. Z&» . ♦ ■ / ’ ” : - 

y* . . -1 -A ** ,...* - -* t 
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. r ■ *f ^ , t rr . > 

*.»» y **-.■** * * 

» “ *l 4 . *■ v » " * * 

< ‘ -^-^.ijiing ve ever Sid see was a very 'badly beaten up machine burnt and so on in 

•- : ■*'.'? _ ; . . • . v 

^ • \ \ basement of the Japanese Chancellery In Berlin. Oh, ve'dld have a few 

. ‘ ’ ' -*:»■*'- ■■ ' ‘ - 

■s • *<. y, . • ■'■ . - - 

' - 1 . jj '• ' " J- «» A - . * r , « 

* ■ v ■pieces . X don't know vhetker'I should Jock tell this or not. After the Army 



- "i,, ■'.i 

■> ' t • w ■ 

*. ..t 



- 

•tf : - JjX 



,* ,= iad the Navy got together and played in the cryptologic garden, there came a 

.} •- • • " _■ , '' 

* * <■ . .» W_ , ’ „ * ' . % • , “ ‘ * i 

• , i;Vdajr when we had reconstructed this PURPLE machine and then X'had a telephone 

-.TTi . 

‘ r V‘ , r 

■ - v V r - 

’ \ - *1 • 4 * . - , t „ . d 

V-. dall from the' Head of the Laboratory of the federal Bureau of Investigation and 

- «r*\ * * * ' « * ' ^ 

> ,, " - \* . « ' „ / - 

ttjey had a cipher unit too* He called up and fluid, ”1 got something here that 

v r \ * ; * „ 



, » 7 



* ■ '.‘W’ . 

• 4 ’ 



"■ might interest you". I said, "Well, I'll come over." So I went over and he 

» , . ’ . h , . .. * • „ - 

.. *?& . * . ... -v, 

* w 4 . ». 

- V“ % * :•» • ** . ■« ‘ , . \ - 

told me this story in his office, fhat oh the day of the attack on Pearl 

■ •- „ \ <. v 

1 w* . i — J # * i -l m r* ] ' 

j#‘ f Sarbcor, a couple of their operatives were watching the Japanese Embassy in 



.f; 



Mexico City and a couple of Japanese gentlemen came out carrying two suitcases 



- . \ 
1 . 



... And they got into a black limousine and they dashed off to the city dump. The 

* * ' •» V m - - " » 

. ' ' ' .. . . .7 

.*(■ ; operatives followed as' closely as they could and watched. The Japanese put 

“ . tt*. • '• ■ * 

• i if * f 

y . •• , ■ • . - 

• H ‘-something on the city dump and returned to their automobile and after they 

? * - V, . N - . 

. < 9^ ' - * 

, * * J - \ . 

. v . J » : ‘ . " 

« «* \ 

*. h^d left the operatives vent to see what there was and they came across a 

H i » \ A 

;i * * * • * 

kaxgK lot of parts that had been pretty badly beaten ’up and they assembled 

: : ' .. 

*■-■■■* • - . - ■ - 

them, shipped them in a box and they are in the next room, he said. I put 

O. . ■/ ■ ' .• ' 

• i * f ^ 

tjjem on the table. Well, I vent there and I took one look and I asw that it 

* J ’- * .** -v* * " ^ k 

J t # - ' 

had the type of stepping relays that were used in this Japanese PURPLE machine, 

r » V ~ . . - * * _ , t . 

( . jt w * , •*/ . . i 

| it 'must have been. Ve had to duplicate the ' relays, telephone relays 

* A.. ?■**■- ' r ' * * . . . "" 

^ r I. ’ ' r ' 1 

« . . 'And there I was" confronted with a problem. What to say? Well, I stalled, went 

•' '• ;• - .... 

* - *' 1 . ,»w *- ~ ’ - * x 

. * - - w v " j ' • w -__ 1 

1 <. ' back and' ve £ad a' little talk with our friends in the Navy and this is what 

T ' IT- ' 



* t 






;• Vb decided to do. The FBI was very anxious to reconstruct that machine . W e 



- " . . * i’x* • 

,-V 



- 9 - 
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4 ^ * " *,* r " 

.-> * ■* ; 



. ^7 ^ if etc very noxious that they not ao ve sent tvo men, 6n6*froa the Army and one 

. i. + s?" ^ 






* V -jfrom the Jlfavy, our very heat technicians , to mate ai 

* - . -LJr' r r :, ' .•* ' • 



sure that they didn't put 



.. ,r _ 

it together properly . 



J» ' Vl r- 



' . ' ' V ? . * #« 

■■» - (Question* 



A -I-'*' 



-f f-l ,1.=¥e^l, they had no functions in the field of diplomatic military cammonlca- 

4 ‘ , *«- V' .. ‘ 5 -V ^ , 

.■ - S. 

';fioxui . , TEheir functions vere purely in the area df domestic counter espionage 



i ”-i J ;v - k . y 

‘ -tf;- • v..i * .. . r -'" : . *s 



aM ve thought that they should stick to their knitting. They did, as a matter 

, ‘ t . . 

* -iv< #• , , * .«:• * -k 

» ■ . „ 'dWR. , » 1 

' m 1 *,» - A v _ . ; • *|« 

* ' ' . of fact, after ve had an agreement varted out fast among us, the three organi- 






■ ' y- lAtions. 



, si- . „% 



-f. 



, - s'* 



.‘>Sov, so much far the Japanese diplomatic people. When X opened my talks 






X read you something about the meaning of the solution of that thing. This 
is" our reconstruct ion after ve got underway. This probably doesn't look at all 

* ? . 2 f?L 11 '••*** -» 



’.'j like the Japanese machine did but that's our reconstruction. I think maybe 



;• there's another picture --shows some of the wiring in the back — there vere three 



m if ** » 



J sets of equivalent to commutators . 

. * 

* / •. ( v » • a • , * . » 

’ . Vllov ye take up the Japanese military things. The Attaches had an enciphered 

^ * «/ 1 • * .*• : 1 

/',• ‘r ■" . '• - ' 

^ ■ .j i .* • ™ ; * - 

. Code, a complicated thing, fou remember my telling you about hov ve were very 



*» •<- ’ 4.', ./ = ' 

^ f : much diacombobulated vhen the OSS without authority or rather without the 



V. ' 



K knowledge of the military and naval authorities made that raid in Lisbon and 






put us out of business far a while. The Kaval Attaches used a machine. I think 

j?-. ‘ ^ ; ' ' -• - - , 'V- 1 was 

that that has southing to do with it — well that tm the machine, the set of 

^ w ' jJ - ? ^ * ; . 

machines that ve used, to read the Japanese military enciphered code systems. 



-■ rg . - * .. : * x ^ 

. v ' » always tried wherever possible to reduce these hand-operated systems to 

1 f 4 . ^ 

. - *■» ■ I-* 

* 4 , u 

/‘machine operations so that we could' save time and people.' The ground farces 






- 10 - 



*.***■' 



• ' , -4 
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' * l - -* 4 \ =_ ‘ . _ 'X— “* -S^fc v - ... ’ . " 

. ■-'* 'f . . .j . l -.' .i - - . j. ■> , 

- {had proposed to use a machine that ve called the GREEK. It vas captured 

.. ^ * -- . 7 * ; _ 

» *- * * ♦ . * *. . * 

7 ^ Z m -r* " * f* ^ 

'* * ';^n action and shipped, to Washington immediately. It vas on' field tea tvhen 

? ‘ ‘ * fj> ' ' i* * “**" ‘ » ** u - 

- ^ ^ * 1 . ^ -3.' - _* ' et # -r ‘ " ’ 

- ^ ^ 7 ^ < / " : w \ ’ “ ^"* • .** / f -• . 

' '*it vas captured. And ve decided that if they were going 'to use the machine 

V *• T S' . . - - - 1 i . • ' 

, . ^ I ' * F - . * t * 

F * a * , < ,1 j *- 

, ve crdght to get ourselves in position to decipher messages in a hurry. There 

i-* - * 1 ,i " “ * » ' » 

k - 1 ' . *‘ l “ ' , >1 . « 4 ' 

- v f r v ; * - ,‘v^' ‘ . : ' **';■ - 

■ *.v .* is the heYboard for that thing and so ve built machinery to solve GREEN cipher 



t jssslchine messages if ’ they came in. Hone did.' The machine vas not successful. f 

‘ ' ' •< *>-* ~ ■ . - ■ . , * 

; j * Xt was really a very poor piece of engineering. The Germans furnished the 



. -A*; 
% 



Japanese vith seme ENIGMA, machines and ve thought for a vhile that they vere 



\ ' '' ', k - ", . . .... , It would 

going to go in far ENIGMA and fortunately they didn't. Bmpnoaiii have made 



‘ * ’ life a good deal more difficult to be confronted vith that . 

■ ‘ . *-* 

■- The Japanese Navy Used --veil, that is' a code, a Japanese code vhich vas 

t.. , 

* _ 1 “ ^ ' 1 „ « x 

iis$d by the Ground Forces’ and they enciphered it by complicated gadgetry, I 

- s . . 

, m . ■ •. * , ' , * 

• * * ' » » ' > 

> ■ ./, mean complicated hand-operated things, additives and they disguised the 

' ' V * " ' 4 » *" "*■ y v . / ■- V - 

4- * * k •ft ' ■ 

, . * L W J*’ 7 - 1*. # -4. * 

■ v . . . ; . ^ ^ 

•> indicators — I used the ward additive, 1 shouldn't have because they didn’t 
. ’ •• - 
i; '.v • r** ;• . -- x • ” ..Y-'* 

actually after a vhile use the code groups as additive, they used the code 

* ' ' . ' J '' • ’ ‘ . 

'.groups Of the keying table as key groups to encipher them by means of a square 

•: 1* > ■ ' ■ 



of this nature' 



so on. 



’ The Japanese Navy used a system which was an eilaboration and quite an elabara- 



fci ; *■ 

— , * % . . , ... »* 

, . - **• *• ' 



*■ tion on the atrip cipher, called the'JN-25 and to the glory of our Navy, they 

f * “ , > . » 

* ** - . „ f ' * - « 

' - 

yer# Up ot£ top of It most of the timeexcept when somebody spilt the beans 

f • . " ... ' - ' 

‘ f r- -r ^ x . __ V 

. w dhd would publish something like how Midway happened to be won and that sort 



; -‘ 4 - af 'thing. T think Marshall Hall could probably tell you a good "deal about that 

^ . !*' . - 'I ‘ la- . ' 



•• ' ^ * *^»/ 



i . - -*1/ ‘ x > ' 

^‘gjod also Dr. Tca&pkins would have more direct contact to that than I. I mentioned 



‘ -4S * ‘ ' ■'-r 

' J r,.V V ^ 






, -V 
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y - -.title Japanese Naval Attache machine which was a good deal like the PURPLE. 



v 4 ' - 






/ Afi long aa we are talking about machines and enemies, ve might as well talk 
about some of the machines used by the Russians. 

% * k* * • w , . - 

, v * ■ » ■ ' 

-4.. : - . 

, ' - 

In the first place, Russian traffic nowadays is difficult to Identify, 

X mean by that externally very often you can 1 t tell from the message itself 

- t 

*4 . X 

-- whether it is Air Force or Navy or Ground Force or diplomatic. It*s ail one 

\ ‘Sr; - ' ' - 

so you have at the very beginning a problem' of isolating the traffic into 

V * . V 

systems. Now soon after World War 1 was ended, the Russians built a machine. 

fc '■ - r . ■ 

* *' ' J f - 

* ;• ... 

5 There I show you the old B-211 of Mr. Sagelin’s, the Swedish Inventor and this 

r i , *- 

' ■* ( • • f " « 

, Is the inside of that machine which 1 shewed just immediately before. I want 

* r 1 

i • 

.• t ' t . „ are 

* .-you to' take note of cave, that is with the sliding bars and here ±k the 

/ * * ' 

X & J K * __ 

Commutators, these are not actual rotors that were used in the ENIGMA but 

• * * % , * » 

“ " • - I y» r J 

t • , . < ■ 

•“» j r * - ' 

j -. 

- they are somewhat like rotors. What the Russians did was to build a machine 

* £*.. ..... 

' ‘■fcOjyLng that B-211 and modifying it only to the extent of making it a 30- 



character machine instead of the 25/ which the old Swedish machine was and 

- 1 w 1 /• 

. - r 

, box 

they added a - black/to the side so that they could change the connections to 

. - ■-* V u 

/ 

those jccanmutators . .That machine was in use for about a year or so — we had 

* -‘V ' . J 

T . j* . , 

'■ no difficulty with it. There were other systems that they used which we were 

. * * a /* 1 

• * • l v- 

- ' „ - - - 

J .a * 

- fortunate to find answers far — one called COLERIDGE and one called LONGFELLOW, 

“I— 

r. . " * 

OtlR COde designations. They had one which was of particular interest to me. 

* 1 ' % 

• ~ * ' * ’ * 

p-' It was called PAGODA and it was a teleprinter enciphering system which they 
V , - 

, J * 

. had copied absolutely, literally from a paper which was published in the 

“ ' ; - -*■ 

,» * . ’ -w v * zJ* * * *■ ‘ 

1 * - i . * ** 

"Proceedings of the IRE in I 922 . It was a double tape system just exactly like 

- 4 * * - . 
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: r V 

J *-*■ 

•K*-" *■ 



’ X showed you in one of the slides yesterday where you had two tapes revolving, 

: < ’’*rs ' J -V ” - :• . 

' j . 1 “■ j***- ® . ' 

*■* ’ producing lay their inter -action a ley which was then applied to the text — the 



•Tf ■* 



"■ -plain text." 

- ■ 

' ! l$qw, the Russians even with that very "simple system couldn't work it. In 

< * ; y'-f- ■ - - . - .... 

- ■- - . ... 

W%/ ~ * ’1 * ; * * ‘ * 4 . * » '.r4 ‘ w 

‘ the first place, they gave lots of depths and in the second place, after they 

. ' ‘ *h' .v.. y - ^ • . J _ 

‘ y - found' they couldn't work it two tapes, they worked one tape arid they couldn't 



■** 4 • 



■T *- 



..■j ^Ven vptk that end. they had many, many depths. They gave it up. I imagine 

intensively 



•.t*. 



• tfcnt they had some people studying their cryptography ikfczi 

1' . ‘ 'iA"”- . , ’ 

*' * .r • . ’ 

5 cause it wasn't. very long hefore we found ourselves up against some very 



' * difficult things. They studied hard and they have produced something which 



^ . '• 

I * 






. thus far is quite baffling. They use one-time pads. At one period of their 

■ «*?-, v~. • . - 

. ^ „ i r . . , i* 

«• history, they used these one-time pads twice— this is . What they did 

\ • f + . . fc __ *- 

- 1 . . ' 5 - ‘. 

■ ; „ - f 

■, V&S to use say pad lk between Moscow and Buenos Aires in September to December 

^ - v ; ^ r. ■ ■ _ ... 

4 } ■* T , e_ j * ^ '• v- . < _ 

‘ 19hk. Bow that same pad would turn up, say three or four years later, 1957 



’ ' ' ’• - * ■ , ' 

. ; between say Moscow and Ottawa . The trick was to find the double use. Why 

; * ■ 1 » 

- , . i..’ - ,■ • • •. * , -. • 

■ -f'- . ,j - ' . . - ** . 

they used a book, a pad, twice and not three times, I don't know and nobody 



..r 






• . ft 1 . 

'tk * *•' 



can. give me the answer to that. So far as our investigations have gone, they 



* 1 ■ ■ r 
* - “ • . used one more than twice and sometime in 19^8, 19 j I forget now, the 

' 4 • •, , , - 
, j ' l * r . , * * 4 

t * ' " -i . 

double use ceased and we have since then not even been able to prove whether 

• r i " - «f— »■ i* . * > ' 

‘ - v * • . 

/ -jr s. • i * » - 1 

v * - - > 

-- * " ’ _ * , “ " " ' ' j 

’ they are using them twice. Dr. Engs tram mentioned the 






»■. ■*; 'i 



... '4 



{ ’ ' Vhould cdi® and It shouldn't be over in ten days or twenty days, the 

\ r,. ' ¥>*': 'rVj''' 

■ ‘ s~ ■ r t ‘ i'- . ■ ' ’ 



Of course, if war 
Russians 
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1 . . not be able 'to operate their one-tine pal systems because we think, we 

* " « “ 

“-i ■ ' ’ ", ' :i 

” hope, that they would hot be able to get new' pads distributed. There is a 

* , * •»' i ** 

limit to the number of pads that you can store and therefore they would have 



-i 5 



to use something else. At the moment the Russians have not any one of their 

■ ■ ■■* ;• . - * - 

' 

two important cipher machines anyplace outside their own territory with the 

_ ^ . i 

. 1 * 1 * 

- * “ . 7- "* 

exception, you can Cdll East Germany their territory I suppose. There is 

_ - " - '* * „ - 
■ • ^ . i ^ * 

something in Berlin but that' is all. They don't use their machines for 
communications abroad. This does not necessarily mean that they don't have 

f . * ' . .* * i 

. :.r ■ 

them. They might have them in readiness but nobody can tell. 



■ w* : ■ - i 



, 



Bow, I'm going' to — I think that's the end of that series, let's see — veil 

1 * “ . * t 

U “ ‘ " r ' * 

** * • i 

'•.vt, ' that's the inner workings of that M-211, as we called it, the Russian machine, 

■i* ' . ^ „ 

v _ , - • v 

«- X think tbat r s the ‘last of the series. ' 

,4 * k ‘ 

' • •• briefly 

-I'm going to talk gmadiy about same general principles and then we will 

■ ' • ■ • ■ 5 -\ .. 

^ * -• . ‘ - i • 

’ _ have a break and then we'll resume. Bow some of this will be "old hat” to 

. . . * ' . ' * /, . » *• * 

j. . some of you but far the newcomers, perhaps it's wise to mention the principal 5 . 



Operations upon which communication intelligence activities are based. Jf’irat, ' 

— • Ct”" 

<jf course, there come3 the intercept — you've got to have the^ mafr e i 1 tsi. ■ -TW v v ^ 

^ is no small trick. modern electrical high-speed communication^ require V 

K t . • . • ■ 

high-speed Intercept operations ,and together with the intercept y there must 

\ , ... ^ ay J&ftx&VL, 

bedirection finding, when you are working on the ^ccaanuniaat ions affirmed v " 



. - de-wt tJUsyL 

forces, cJPa^^SiaMrlSttt. The Russians, for example, have eem placated callsign 

A 



caie£j3hl 



‘ systems, complicated ^shif ting of frequencies, so that it la important to be 



f ,;- ‘'j.ble to Identify transmissions either by direction finding or by one of two 






: , ■ &> 
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i 4 ■ ; + ^ i* ’ * • - „ 4 s r \. 

i J ’ Other types ' of operations . One is called radio fingerprinting, vhi 

j '» '• * ' s , - j s ' r , f 

% - . 'V 1 - » ' L ■*• A - - *"• Tt '.a? <i , * * 

V . /, ’'Aid » P_ ? - - ■> ■ - - 



‘ +o Jtla* 

*Yi n Fniwl <> ” 



which simply 



- ^ p^wnn that every transmitter emits , electro-magnetic radiations wkifth lxuru 



m £ r ■'< ^c^aracteristic^ t ha t- ar c ar w l asgoug-to - the - c bara c ter i» t 1 u g of-a 1 ■ fing er p r in tnand 

* :■ - • " * . 

■’V.wtf -V?,. • -"r '■ • . ■ j s ■ ■ ■* -k . ■ ■ 

■••, 1: - it is possible therefore to identify a transmitter by studying the characteristics 

/ *' * li *■ ■ ' ^ « y _ ^vft jTsu* ^ 

i if * at Its emanations . It is also possible to identif 31 » hand ■ ■ o ixiairte^ Morse 

- !■ ^ 08 ? 
.' telegraph communications. That is, every operator has characteristics of his »► s /* *T *? ,. 

' : ; 1 /f- ; • ;* £ te; -**%$£ 

V-^ • ova. ^bjm$av*ui&'*fe 4 afc and you unit can hy "studying t^a transmissions &£ H or ae 

__ -• . U^tiUU^r QT l*)£tUiAO««' * 

o p a asTfasr a , identify them^ This is very useful. Much work remains to be done 



r J K , ■ V# H » . ’ , 

1 ’■ ■ in direction finding, in Madlo /l nger printing and in Morse G^peratcr ylxlentif ica- 



* a 



tioh. 







one that you have in the f U TO Tfl “ and’^omp a re it-tcnt 



V .*.*#„* 

” f ' »pv *rftnntn1°^ 4 ™ ao - if tha-»ha$e of the wavee~is'*f81 

■ - 

. -« . - 4 « - * 

- , < . i 14 . ^ « « 

“ 4 : 4 f a no th er can e r — Is Mors«? Operator Ideal if feat i bn 



K ' 



v There 



— dots, 



»/ . . ; r <v • - ' 

i ~ ^>i*> i*nptb nf dota^ -the difference- betveea dots and dashes saBr t eogths of 

. jy- '• \ ’ - , ,. *•> - •. 

c ••■-'.■ - * t . *‘ 

.- . Sftpah e & , Jbhe., characteristics of .^.each ‘ oper%$<3r . , (Now^cut thft.Jlanter.n off, I 



The next step after interception is traffic analysis, that ls^ the 



.reconstruction of the radio nets of the enemy and the location of their 



' transmitter stations. This gives very important information on tvo counts. 



n 5 V* ' . 
. _V» -"y. ^ 

» - : *i_ ■» *• 



> r _ r . ^ *■ 

first of all, establishing or reconstructing the nets gives" you order of 



:*r ; - , 



. ■ battle which is* 'very important. The reconstruction of the networks is not an 

A " i »■* f 1 .. - * * , ■ * 1 

‘fir. - •„ * -- 

’' N C“ ^ . v % - m ^ *4 . 

s ' m.&y' thing far when the callsigns and frequencies are changed rapidly. It is 

f * ~ -u 

. i . v - . . , 

“ ^ ■* * - ■ - _ . 

• - - _ . - , , - - - •- 

. v.»#*v£ curious thing that the Germains seemed to be able to change' their callsigns 

' ^ ' " ' “ j, j v ■ .. -- -r 

• ^ * * * mr V s ^ . 

■>■ **>" - *. - . ' - '• . 

- * 4 "• ■ '■ 
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.Hi 



■ t th 



■* ' % 

- * j »- 



^ • '^d frequencies without too much trouble — it gave ub and the British a good 

* * i-.-i i ; \* v ' . , , — * ' t * 

~ ~ y *■ Vfc * 52 r 

v * :.r deal of trouble te-he^^^jd.tEZL4ve had to keep people wooing at it all the 

**; •" /tf*" 1 /■ . .. • - / ■» . * 

■* * „ -V f**' v. - 11 - »* ^ ' t , - . ■» « *■ • *■ *>--.&* . %f »* 

_r ' '^ftiine , httC-i-eoii lu ail t Kiikrti ftST the situation in our ovm Araea Forces , our ground 

• - '■» .••*}■ • 

■■-sw;-' ; ; 

f forces at leasts St has not heen possible to get' our Army to adopt' a senBible 

i .. ^ . y » ‘ . s . . »•» , . . . - ... . ' 

c ommunicat ions 

.*w , 

"it is pointed’ 




v -V V. v * ■■ A •'» 

.. *- hfat to, them that other armies do it and have done it, they have apparently 

■■ 1 * , " . ' • « 



\ ■ 









- V-% 

- ■ n 



* r- 

• : w - r - 



no ' answer J The Havy’ changes its callsigns arid changes its frequencies — maybe 



A A 



their problems are" a' little ' hit less difficult/ 

■* 1 . Hrj _ ' *_ « 






t- the second good' reason for engaging in ‘traffic analysis is thOCfcT 



r 



“ : - \ n ^ ; , ' r * i* * ■ ■*. 

■ ' V , * ■ ^ •» • • . * , - k - ; 

-; a Avery once in a while your cryptanalysis meets a roadblock and you don't have 

r * ‘..i; ». Co^'^ r j y*“ * 

\ " ’ Any^ I fe u don 't - have ' deurypt EPgo the only thing you have to 
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back upor^ are^thea^ f i tter sources ‘‘Sf information, aerial observation 

-pictures and that acr-t 'of -thing but traffic ‘analysis from simply watching the 

' ' »,.* ** ^" T '* ' * -* *' , , . 

cJ0vA**^a^ iw , cXo , j uh^ulv 

, ~ J ' ’ ghh and flow £3^ ’’traffic, usd the dlroetiun. you can make inferences of what is 
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' <■*. - \ '^OiQg to nappen. Sow theBe, mind you, are inferences — they are not right 
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.* ^ oht" of the horses niouth as decrypts are. - 
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The next step, of course, is cryptanalysis^ fielution of the- messages ‘‘ 

• k****A. »£**+-*, ‘uta. Co Hi N - ^ 

j ■"* . V<J1J nJsaj^ i® Xe +^o^L^2aJU^ll 

_ f If they are in foreign language tiles translatten and with the xranslatian 
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there is always a certain amount of liiinrilrttM. yaa*va g e t -. 
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clerk^and so on. Then the next thing is large scale production or exploitation. 
' - • \xou are not dealing with a ingle .d ad ivldua i messages a day- -there are 
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' ■ thousands of then. X"il show you a &raph later on— vhat this means. 
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> *- wj, . iJJhe next step is the evaluation of the inf armation and AinA you, I " ve 
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. teen talking about the COMINT product as Inf armation. This is seme thing which 



'■ the Intelligence 'people are most insistent about 
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say,, -they xnfurimtiorty' 
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eJ UJt. 

;■ ^their Job to evaluate A^C and to collate ^Lt with information from other sources. 
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• fen check It ffflfl tH+ aawt^efrthtng And I suppose that this is a very 
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v. ■ . necessary thing. It is conceivable that an 



hstute enemy, might 
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actually mislead you by sending out a phoney of two in which case the intelll- 
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gence people should be able to Aeteet^this efcareefeer by collating what it 

says with what it^has from other sources. 
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. And then there cones finally the dissemination of the product' and this 



has to ‘be very) very carefully controlled 
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r Hdv, I think we have reached a good stopping plaCfe and we will have a 
break of about^f Ive^minutes , no more^-'tSi we have a good deal of territory to 



cover arid ve.vnnt to 
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it ^alp 



it to i^aMn here by 4}00 o'clock at the latest, I’d like to 
»s to 4:00 so^tS&t those of yocTwho want to attend the other 



will have time to walk over to'xhe building. 
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